Microsoft Authenticator Installation
For Mobile Devices

Prerequisite: You need a mobile device and a PC with Internet access to complete this installation.

1. Download and install the “Microsoft Authenticator” app on your mobile device. This can be
found on Apple’s App Store or Google Play.

2. Below are options for using various browsers to complete this process

Internet Explorer

A. Onyour PC, open Internet Explorer and click the “Tools” button in the upper right hand
corner of the screen. Navigate to Safety = InPrivate Browsing.
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Google Chrome

B. On your PC, open a Google Chrome browser window Navigate and click the 3 dotted icon in
the upper right hand corner of the window and select “New incognito window”.
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Mozilla Firefox

C. Onyour PC, open a Mozilaa Firefox browsers window. Navigate and click the 3 lined icon in
the upper right hand corner of the window and select “New Private Window”.
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Microsoft Edge

D. Onyour PC, open a Google Chrome browser window Navigate and click the 3 dotted icon in
the upper right hand corner of the window and select “New InPrivate window”.

E New window Ctrl+N

MNew InPrivate window Ctrl+Shift+P

Zoom

3= Favorites Crl+|
= Reading list Ctrl+M
Books Ctrl+Shift+U
\) History
+ Downloads
Extensions

Show in toclbar

|£] Print

£ Find on page

More tools

2% Settings
? Help and feedback




3. Enter https://aka.ms/mfasetup in the address bar and press enter.
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InPrivate Browsing helps prevent Internet Explorer from storing data about

your browsing session. This includes cookies, temporary Internet files,
history, and other data. Toolbars and extensions are disabled by default.

See Help for more information.

To turn off InPrivate Browsing, close this browser window.

4. Enter your username@cityofirvine.org. For example, bsmith@cityofirvine.org and click
the Next button. DO NOT include the pdc_irvine or mailbox domain. For example, DO NOT
enter pdc_irvine\bsmith or mailbox\bsmith.
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5. If a “Windows Security” pop up appears enter your username and password. Your username
should be entered with the domain as seen below. For example pdc_irvine\bsmith or
mailbox\bmith. Leave the “Remember my credentials” box unchecked. Click on the “OK”
button. ** If you do not receive the “Windows Security” pop up move on to Step 6. **
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6. Click “Next”
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7. Click on “Set up” on the “Additional security verification” pop

Additional security verification

y adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
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8. You will be prompted with the following screen. Keep this screen open as you go to the next
step to complete the configuration of your mobile device.

flnine pemith@citvofirvine org

9. Open the Microsoft Authenticator app installed in step #1 on your mobile device. Click the 3-
dotted icon in the upper right hand corner and select “Add account”.
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10. Select “Other account (Google, Facebook, etc).
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What kind of account are you adding?
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11. When the next screen appears on your mobile device, you have two options depending on
whether your mobile device has a camera or not:

o If your mobile device has a camera scan the QR code shown in Step #8. Your account
will automatically be added to the Authenticator app on your phone. You can then click
“Next”. Skip to step #14.

o If your mobile device DOES NOT have a camera select the option, “OR ENTER
CODE MANUALLY” located at the bottom portion of the screen.
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12. Enter your username and the Secret key from Step #8. Click “FINISH”.
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13. The “Configure mobile app” window will pop up again. Click “Next”.
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14. Click “Next” in the “Additional security verification” (Step 1) window.
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Secure your account by adding phone verification to your password. View video to know how to secure your account
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How do you want to use the mobile app?
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To use these verification methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured.




15. Enter the verification code that appears on your phone in the “Additional security verification”
(Step 2) window. In this example it is 614870 (you can enter this code with or without spaces)
and click “Verify”.
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Step 2: Enter the verification code from the mobile app

Enter the verification code displayed on your app
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16. Click “Done” in the next window.

17. Select “cancel” on the “Additional security verification” window. Close your browser. You DO
NOT need to enter any additional information.
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Additional security verification

When you sign in with your password, you are also required to respond from a registered device. This makes it harder £
View video to know how to secure your account

what's your preferred option?
We'll use this verification option by defautt.

Use verification code from app o1

how would you like to respond?

Set up one or more of these options. Learn more

Authenticator app or Token

restore multi-factor authentication on previously trusted devices

Restore

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

You have completed the installation of the Microsoft Authenticator app on your mobile device



